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ABSTRACT

A blockchain-based decentralized service can offer reliable services without the centralized server by operating the system
based on the consensus among byzantine participants. Participants can interact with the blockchain network through a digital
signature mechanism but the private key management issue remains unresolved. NIST SP800-57 provides a key-management
guidance but this guidance is not appropriate for blockchain-based services because it does not consider a decentralized
environment. In this paper, we define the core functions of the blockchain wallet application for private key management
and present security protections according to NIST SP800-57, as well as related techniques to satisfy them. Finally, we
propose the private key management guideline for secure blockchain-based decentralized services.
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Fig. 1. Blockchain System Layer(11)
230l X% 715 Ho

AHgsl) AL )k Au) 2 o) 47 4 9k, . ¥ 39

00 20l x|zt NIST®] 573 (Special  Publication,
SP) 800-57(9)el4+= & wAUSE =338k +=
ISO 922739(10)ellA1= A|Z+e 7HQl7)el 27 7133 AL A7 AU S-S et A3
2 1) A4 2) T, 3) BT B AL o) T RS ok gET] WY Sl AR A
gAold oz Aoty gl = e ALgxlse} d57] el W Aaeks AlFska ek Aae
Bgiel AAHS A= AEAl Qe o]~ - 714, FRAA T Bl Aux, o]l 7 ¢
(User Interface, UDZA 45285 °1ﬂ A & daEls, 7] AR AR sel=0] AN,
Ae] 7] S AAE T o] 2 mAsIHA HwE T 2] 7] §)E 23eka glon 53], ¢hEg|e o
719} M7 2 Algste] 217t EZ A al Hlo]e]wo] A~ £  d=vlE (initial  vectors ¥ domain
o tjat As Ao Sagic), parameters) & Efﬁ?’f}% 7] A& (keying
Az H7oz Qg tAE apake] 2= t)w) material) 2 719} #HA= weldlo]E] (metadata)
o] (Decentralized Finance, DeFI) &7} 37 & Eshz 7] AR (key mformatlon of et 2
glEAel otste mel abm Abgolrh8). ©u 5 oA gle] E =ield SRR s ghETel
o Aefs AHEAF 7bs] sl A AREE ) A3 wetst WS Fade] glet. spAIRE Argke]
Q7ES A o8 AN AgAEe) Agly]  HEE AR ARAS B TS e
€ 9% ekt WAoR AgAEel gua 4 E B RS RE UL e U @
g AR, o ALgAEe AANE Ada 4 B AESE ALIIGE AdaA Wit et
Meld Eatate stdeelt B A4S &7 5o o Aelre ==Ael 7 1 12=ellA] A3k o]
2 e e gigs nE Aeate] ek AlolAde] 7hAof & ZH]l7]eh A" eH<l 7l
BAE 2 9k 20204 119 el x5 = 1 7184, 2) 71 A%, 23 3) 71 AR 37}
A dashl Ads 5 A AdE gger  1E BEsh & il 502 s vtk A8
sz FPbAAE ARIAb] Etete] 79l 7]we] AR 2L 2 g} A6 wet (9)9 dagks ¢ éff}"%
BE A o lFel Auns RelAAasMs) P leE siEehs i fae weRAS
2 AMastedrh ZPEAARRIARe] ISMS Al TEEH
71 ISMS @5 9ol 372 gt 53t
A4 g5 ot ISMS Q1FdA i geje g 3.1 71 44
AR ARdzkel e)A meok SHl(dEE E948A, T
QAT AADE] Z)o] 2L Tl AAEAE T 3.1.1 NIST SP 800-57: 7| A4

e W WAVE SIS, 20209 S7RE AR JolAE BCDSAIIA A1 7] 4] <



902 SPATE HEA 7] Ap] g 9]

g ey

e sjol=ztel

Adel| AAgE el A (elliptic curve) 2 715
(base point) ¢ Al=le] Ha3lriy AF3laL
o} AR e el AREE eISA 2 V)
Adle Fig. 13 2] EZA9l AlZolA Abdel A
o)x]o] A|xHl FoizlEol| vl slejrle| 24 wiE
HER QHHg A3t ol FEAle]Ale A4 Hagh
LAl e R B 4 Qi) aA)t olzlgh el Al
71EAe] AelEl F Q7] AAIANA AHEE=
W (random number)E AHEAFS] 8.4l e}
A7} efZe|Aleldel ] AR ER gt 7] S
e A W] Aol H sy

A ts7] Al dEg HAERE e
NIST SP800-133(13)el4+= 7] 4 Al A5H
43 lolEeEE RSt fEsHow AT
(cryptographically strong) <A} 54437
(Pseudo-Random Number Generator,
PRNG)E AH3 Ag Aslich. =&, 7194 ol
Helg FHEE Pl olvEw 1Y A%
(Ethereum Enterprise Alliance, EEA)2] 7]
g4 oty ZEle|AE e FAS Ao +
A14)AE oltelE FEte|dE T8 FAlA
Heb EAF HAE] A 49 F SR 7] 4 A

30 ol

e odgste] ZetelddE AA 2 mel H7E A A
wae] FoE et =, vidA 7] el AA
= EFA FAE webd Alzngedx Aeste
Al Aol = glevt JHalzle] Al A
A e ZeiAleolde] kg A7) S ARSslok §F
<> Asieta & 4 glek Table 1.2 AAHSZ
A deal E5A] E

& 2efelddEd 7] A

Table 1. RNG in existing wallet clients

Client Platform RNG
geth(15]) Ethereum | crypto/rand(Go)

. crypto.randomBytes
ethers js (16] | Ethereum (Node.js)
GoQuorum(17) | Quorum crypto/rand(Go)

Hyperledger Fabric(18) crypto/rand(Go)
Hyperledger Besul(19) SecureRandom
(ava)
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Table 2. Protection requirements for private signature key

Key Type Security Security Association Assurances Period
v e Service Protection Protection Required Protection
U "
* Source sage or
N application From
Private authentication - ST Domain eneration
o o TIntegrity Confidentiality i gene
signature authentication ) parameters Possession until the
key Integrity (when used) end of the
¢ Support for L .
.. Public signature cryptoperiod
non-repudiation e L
verification key
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Table 3. The most common types of cryptocurrency-focused malware families(8)

own wallets.

Type Description
Info Collect saved credentials, files, autocomplete history, and cryptocurrency wallets
stealers from compromised computers.
Can insert new text into the victim's clipboard, replacing text the user has copied.
Clippers Hackers can wuse clippers to replace cryptocurrency addresses copied into the

clipboard with their own, allowing them to reroute planned transactions to their

Cyptojackers | Makes unauthorized use of victim device's computing power to mine cryptocurrency

Trojans

Virus that looks like a legitimate program but infiltrates victim's computer to
disrupt operations, steal, or cause other types of harm.
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Table 4. Comparison of private key management techniques in existing wallet clients

Key Key Storage
Wallet Type a . Key Use
eneration | ayailability | Confidentiality Integrity
Bitcoin Core Software OpenSSL Password Password -
Backup
Metamask Web WebA(IJDrIypto Mnemonic Password Password -
Ledeer Nano | Hardware TRNG, Mnemonic Secure Secure Secure
& HD Wallet Element Element Element
Mnemonic Secure Secure Secure
TREZOR Hardware TRNG Element Element Element
Samsung Mnemonic
Blockchain Software TRNG TEE TEE TEE
Keystore
Python Mnemonic
Electrum Software secrets Password Password MultiSig
module
Bitstamp Software Weak RNG Password Password -
Backup




A ¥R 533 =wA] (2022, 10) 909

Table 4.9] 7] A o= £ =il A
HeIa sk ol ZH4A, /1WA, 2elm $24 3
A Aoz Fyshgon ) olgel F5of

&

J3l 7]&o] FEOR ZrHolglE AH$ o= 3

@ 7ol D0 ool & Tl sk A5

[e3

T

+ Python,
OpenSSL 5 o7 /i odojdx] Qs oF
3 ZolHejE|oA] A|TEE
st sl=dle] elglel FEfelddEr: EElA A
gl B8 e A st=slel True
Random Number Generator(TRNG)ZS A}
S3tdeh. oiRt A BEEAQl 7|aESE &
ZESJe] efgjo] At 2Pk B4 2f]lsie] 7]7]
o dut F2kst 4= QIEE slo] 7)Ao TRNG
= AHgstedr). ks ste Aesel BitStampe
Agelle A i deAA7E ARSEA
= geAdA ¢ont 20159 WAl 9

i)

A BAZ AT ANE wtE FAY
A% 243 ul sleh

fr

>
*
N
2
fru
o
2
a
N |
o
o,
=2

>
=
oo

o
w7
3 olE RAEIEE it el AlE))
o] FHojsl= nEEA|HE 2SSl 7] &
Aulg AFsAY FF sefe]ld 5 FERG =
AApa Au| e} dAEte] hEsE A= Hed&
A AL Hashs gkl wlg] BRAS AR
371 % 3helet.

7] AZCIEA-F44) 0 A 1
AA BAE 98 7)ed dub oz 3 A
7)o it EEto|ABedA FAdt
L3lde}, AxE

wo] A Lol HAE L A AA A A
27F dE3te oY=

s A WS FE ARSI e
o] ElglolA= stEsolo] sfely|rt HItE= F
2 AAs 753t Ee|H R Jlel gt
Hoks BAslch Rel A (Secure Element,
SE)& AR dlelel g Hesta st 3

AZss Jog TEES FAKF 7153 A
o} A BEEAQ] 7]AEe: Tiulo]xd|
Holgles Mol £34¢l Knoxs ARE-3le]
7] AX 9dd3m iR
o7 A g Rake sl

ol ofl ol
o o

2L

O
s
(m X
E
2

=
o o
2 ol
2 8

7] A 7] A e ZeleldlE Eqle] o
2 A 7o) geie BT g se
fof ehele e 2eld

=alo] viel AR

amegle] Hgle vE 6] dATe] ofz] F
Aol Fekaln Wwe] AzjE AARAE AFs)
7] Aol QA AT 5o Er1es AHgs

4.2 J4Q17| 2| Jto|=afel Mgt

o] oA U4 EAZ LS ETE tlokt
EEAQ AzdE sl E ERE S ARl
AgAke] FAelM Aelgl Fels fe zEisol &
At B =olA 7]1ed WSS vlee R sl )
7] e slol=zlalg Agklt} slolzzlele 3
Aol Aelgt nle} o]l ZA 37 FE(7] A,
7] A7, 7] AH) o2 Vel glow 7b gk}
2709 AlF-8HE-& 7HA a2 9lr}h. Table 5.%& Algks}
= 7helezielelw rlelmelel e F 67] A8l
disl AHEAE Esof & FRAkEE o] E st
7] A& Eeeks 238l Qe slel=ekele] 7]
<ol AHgE 1) sfekgie}, 2) HxHe} 3) & &
Gtk & diwk AREkel digk Ay Axel wet A
Holon Zzb o gAld)t, Ak Aealake 9w
g}, spelzelelell A A|AE =

g dles

Al

A3t ¢35 daEEE A= Flo] oy AA-d
gz daEEe AdEe dEEE HATAE
(KCMVP) Azt s dxgss A A&
RANTAL =

714 AZA 713k



910

i

AT BEA AN 2T 94 A7) Bl Ffelsell

Table 5. Private key management guideline

o Requirement
Principles -
Recommendation
The wallet application developer shall use a cryptographic random number
generator to generate private keys.
1-1 M Software Wallet
Random - Random number generators provided by cryptographic libraries(e.g.,
;HZT;SZH Python, Java, OpenSSL, etc.) shall be used.
Key & M Hardware Wallet
Ge_nerat - TRNG(True Random Number Generator) shall be used to generate random
1on numbers
(1-2) A wallet application may provide a way to efficiently manage private keys
Hierarchical | & Private keys may be generated and managed hierarchically
engf;'tion - Root seed shall be generated in compliance with the principles of 1-1.
g - Root seed should be backed up using BIP39
The confidentiality and integrity of the root seed or private key shall be
guaranteed.
M The confidentiality and integrity can be guaranteed as follows.
- Physical mechanisms
(9-1) * The private key may be stored in a physically secure area within the
Confidentiality device where the wallet operates(trusted execution environment,
and hardware security module, etc. can be used)
Integrity - Cryptographic mechanisms
¢ The private key is encrypted with the password entered by the user,
e and the encryption key derived from the password should be used for
Storage the encryption of the private key
¢ A message authentication code should be generated with a ciphertext to
verify the integrity of the encrypted private key
The availability of the root seed or private key shall be guaranteed.
M The availability can be guaranteed as follows.
(2-2) - Private key backup
Availability ¢ The private key or root seed may be backed up using BIP39
- Secret sharing scheme
¢ Group members who receive key shares can be friends or trusted service
providers.
The private key should be used in a physically isolated environment
(3-1) M The isolated environment may be provided as follows.
Isolated - Trusted Execution Environment, Hardware Security Module, etc.
Environment e Digital signature generation can be processed in this environment.
- If possible, an isolated environment should be used rather than the
approved Interaction
Key . . . . . . . .
Usage If it is difficult to provide an isolated environment, the permission to use the
private key should be distributed
(3-2) M The permission to use the private key can be guaranteed as follows.
IAfpro‘;‘?d - Multi signature, Secret sharing scheme, Multiparty computation-based
nteraction threshold signature, etc.
* The distribution of permission may be implemented by multiple users in
the organization, or multiple devices owned by the same user.
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